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Henbss orpunats Toro axkra, 4To UHPOPMAIMOHHO-TEIEKOMMYHUKAIITMOHHAS! CETh
«HTepHeT» BCcEe TeCcHEEe MPOHUKAET B HAIy C BaMU JKU3Hb. [l OgHUX OH cTal
HMCTOYHUKOM 3HAHWUM, JJIA APYTHMX HCIOJIB3YyeTCs B paboTe, KTO-TO HAIIed C MOMOIIbIO
WNuTtepHera npyseid, a KTO-TO Ja)Ke CMOT HallaJuTh CBOIO JUYHYIO KU3Hb. BOIBIIMHCTBY
M3 Hac JOCTAaTOYHO CJIOXKHO MPEJICTaBUTH JIeHb 0O€3 OHJIalH-OOILIEHUs] C JAPY3bsIMU,
MIPOCMOTpPA CBEXKHX HOBOCTEU MIIM HOBBIX POJUKOB.

Pazsutue B Poccuiickonn @Penepanuu, Kak M BO BCEM MHPE, DIEKTPOHHBIX
TEXHOJIOTUH M TEIEKOMMYHHUKAIIMOHHBIX CETeH, BceoOIias JTOCTyMHOCTh B ri00albHOM
KOMITbIOTepHOM ceTu IHTepHET pa3inuHbIX HH()OPMAIIMOHHBIX PECYPCOB CIIOCOOCTBOBAIIO
MOSIBJICHUIO TPUHIIMIIUAJIBHO HOBOT'O BUIa HapyIlIeHUs 3aKoHa — KUOEepPIPECTYTHOCTH.

KubeprnpecTynHOCTh — HE3aKOHHBIE ACHCTBUS, KOTOPBIE OCYIIECTBISIOTCS JIIOAbMU,
UCIIOB3YIOMKUMU UH()OPMALIMOHHBIE TEXHOJIOTUH JJIsl TPECTYIHBIX LETIeH .

[IpakTuka moOcHeAHUX JIET CBUJECTENLCTBYET OO0 YBEIMUYEHMHM YHCIIA TaKUX
MPECTYIJICHUMN.

Haubonee pacnpocTpaHeHHBIMH TPECTYIUICHUSIMU B cepe KOMIbIOTEpHOU
uHpopManuK SIBIASIOTCS OJIOKMPOBAHUE CAWTOB U JIOKAJIbHBIX KOMIIBIOTEPHBIX CETEH,
HE3aKOHHOE KOMHUPOBaHKHE UH(OPMAIIUU.

OTBETCTBEHHOCTh 3a COBEPIICHUE KOMIBIOTEPHBIX MPECTYIUICHUN MPEeAyCMOTpeHa
rmaBot 28 VYronoBHoro koaekca P®, wumenyemoii «lIpectrymnenuss B cdepe
KOMITbIOTepHOU HH(popMaruu». [laHHas riiaBa COAEPKHUT TPU COCTaBa MPECTYIUICHUN —
CT. 272 (HempaBOMEPHBIA JOCTYN K KOMIIbIOTEpHOUN wH(pOpMmammu), cr. 273 (co3maHue,
UCIIOJIb30BaHUE U PACIPOCTPAHCHHUE BPEIOHOCHBIX KOMIBIOTEPHBIX Mporpamm), cT. 274
(HapylieHrne TpaBWJI DKCIUTyaTalldd CPEJICTB XpaHEHUs, OOpaOOTKH WM Tepeaadu
KOMIIBIOTEPHOM HH(pOpMAIMK U HHPOPMAITUOHHO-TEIICKOMMYHUKAIIMOHHBIX CETCH ).

HemnpaBuibHOE MOBeICeHNE B UHTEPHETE MOXKET IPUHECTU Bpej HE TOIbKO Bam, HO
Takke BamuMm poaHbIM U OJTU3KUM.



Yro Takoe NMEPCOHAJTBbHBIC TAHHBIC H ITOYEMY OHM TaK BaKHBbI ?

Cornacno ®enepanbHoMy 3akoHy Ne 152-D3 «O nepcoHanbHbIX TaHHBIX:

Ilepconanvuvie oannvie — n06as uHgopmayus, OMHOCAWAACA K NPAMO UIU
KOCBEHHO — ONpedeNeHHOMY uau  onpeoeisiemomy  ¢usuveckomy auyy (cyovexmy
NepCOHANbHBIX OAHHBIX).

T.e. nepcoHanbHbIE JaHHBIE — 3TO MHPOPMALMS O KOHKPETHOM YeJIOBEKE. JTO Te
JaHHbIe, KOTOpBIE MO3BOJIAIOT HaM Yy3HaTh 4YEJOBEKa B TOJIE, WACHTUPUIUPOBATH U
ONpEAENIUTh KaK KOHKPETHYIO JUYHOCTh. TakuX MACHTU(PULMPYIOUX JaHHBIX OTPOMHOE
MHO>XECTBO, K HHMM OTHOCSTCS: (haMuius, WMs, OTYECTBO, JaTa POXKIEHUSA, MECTO
POXIEHUSI, MECTO IKUTEJIbCTBA, HOMEp TenedoHa, aapec AIEKTPOHHOM MOYTHI,
dhoTtorpadus, BO3pacT u mp.

[lepcoHanpHble JaHHBIE HE CTOUT MYTAaTh C JUYHBIMU JTAHHBIMU. JINUHBIE JaHHBIE —
3TO BOOOILIE COBOKYITHOCTh BCEX JIaHHBIX O nosb3oBatene B Ceru. Hanpumep, naHHbie 0
reoJIOKaluy, CTaTUCTHKA N0 HanOoJsiee MocenaeMblM UHTEPHET-CTpaHuLaM, GoTorpaguu
U T.J.

Komy Hy:KHBI BalllM IepCOHAJIbHBIE JaHHbIE?

80% npecTynHUKOB OepyT UHPOPMAIIUIO B COIICETSX.

JInunas uHdOpMaIKs UCTIOIB3YETCS JJIsl KPaXKu apoJieH.

JlvaHass wHGOpPMAIIUS UCTIOIB3YETCS UJIST COBEPIICHHUS TaKWUX MPECTYIUICHHUH, Kak
IIAHTaXX, BRIMOTATEILCTBO, OCKOPOJICHNE, KIIEBETa, KUIHETIITUHT, XUIICHHUE.

Oneparopsl W HWHBIE JIHIA, TOJYYMBIIAE JOCTYNl K TIEPCOHATBHBIM JIaHHBIM,
00s13aHBI HE PACKPBIBATh TPETHUM JIUIAM M HE PACIPOCTPAHATH MEPCOHAIBHBIC TaHHBIC
0e3 corjacus CyObeKTa NEpPCOHAIBHBIX JAHHBIX, €CIM HWHOE HE MPEeayCMOTPEHO
(dhenepabHBIM 3aKOHOM.

CyOBeKT MepCOHANBHBIX NAHHBIX MPHUHUMAET PENICHHE O TPEIOCTABICHHUH €ro
MEePCOHANBHBIX JAaHHBIX U JIa€T corjlacue Ha uX o0paboTKy CBOOOJHO, CBOEH BOJieH U B
CBOEM HHTEpece.

O0paboTka NepcoHaNbHBIX JaHHBIX TOMYCKAETCS B CACAYIOIUX CAyYasiX:

1) o0OpaboTka NEpPCOHATBHBIX JTAaHHBIX OCYIICCTBIACTCA C corjacus CyObeKkTa
MEPCOHATBLHBIX JAHHBIX HA 00pabOTKY €ro MepCOHANBHBIX JaHHBIX |

2) 00paboTKa MEPCOHAIBHBIX [JaHHBIX HEOOXOAMMa I JOCTHOKCHHS IICNIEH,
MPENYCMOTPEHHBIX MEXKIYHAPOIHBIM T0roBOpoM Poccuiickoii denepannu Wik 3aKOHOM,
JUISE OCYIIIECTBJIICHHUS W BBIMOJTHEHUS BO3JIOKCHHBIX 3aKOHOJATEIHCTBOM Poccuiickoi
denepanuu Ha onepatopa QYHKIHM, TOTHOMOYUN U 00s3aHHOCTEH;

5) 00paboTka IEPCOHAIbHBIX JAaHHBIX HEOOXOAMMAa JUIS HCIOJHEHHUS I0Tr0BOpa,
CTOPOHOM KOTOpPOro JIMOO BBITOAONPUOOPETATEIEM WM TMOPYUYHUTEIIEM [0 KOTOPOMY
ABJISIETCS. CYOBEKT MEPCOHANBbHBIX JAHHBIX, a TakXKe MJis 3aKJII0YEHHUs JI0roBopa Mo
WHUIMATUBE CYOBEKTa MEPCOHAIBHBIX JTAaHHBIX WJIU JOTOBOPA, MO KOTOPOMY CYOBEKT
MEPCOHATBHBIX JAHHBIX OYJET SIBISATHCS BHITOAONPHOOPETATEIEM WU TIOPYIHUTETIEM ;



6) 00paboTKa NMEPCOHAIBHBIX JAHHBIX HEOOXOAUMA IS 3aIUTHI KU3HH, 310POBBS
WIM WHBIX JKH3HCHHO Ba)XHBIX HMHTEPECOB CyOBEKTa IEPCOHANBHBIX JAaHHBIX, €CIIH
MIOJTYYCHHE COTJIACHs CYOhEKTa MePCOHANTBHBIX TAHHBIX HEBO3MOXKHO;

7) 00paboOTKa TMEPCOHATBHBIX TAHHBIX HEOOXOIUMa JUIS OCYIICCTBICHHUS IpaB H
3aKOHHBIX MHTEPECOB ONepaTopa WiIH TPEThbUX JIMI] JIMOO IS JOCTHXKCHHS OOIIECTBEHHO
3HAYMMBIX IIeJe€ll TMpU YCIIOBHM, YTO TPH ATOM HE HAPYIIAIOTCS TMpaBa U CBOOOIBI
CcyOBbeKTa NepCOHANbHBIX JAHHBIX;

11) ocymecTBasieTcs 00pabOTKa  MEPCOHANBHBIX  JAaHHBIX,  MOJJICIKALIUX
OIyOJIMKOBAaHUIO WM OO0S3aTEIIbBHOMY PAaCKpPBITHIO B COOTBETCTBHH C (eJepalbHBIM
3aKOHOM.

Kak 3aiuTuTh CBOM NMEpCcoOHaJIbHbIE JaHHbIE?

B abconoTHOM OOMBITMHCTBE CIy4aeB Mbl CaMU YKa3bIBa€M CBOM MEPCOHAJILHBIC
JaHHBIC TPU PETUCTpallMu Ha cailTtax, odOpMJIIEHUHM 3aKa30B B HHTEPHET-Mara3suHax,
3aMOJTHEHUU MPO(UIS B COMHATBHBIX CETSIX WM JaXKe MPH COCTABICHHUH ITOMCKOBOTO
3arpoca.

OOpaTtuTe BHUMaHUE, TTPOIOJIKAS PETUCTPAIIMIO HA JTI0OOM caiiTe, BBl COTJaIlacTech
C TMOJIb30BATEIBCKUM COTJIAIICHUEM, CTaBA <TAJOYKY» MpPU 3alOJHEHUU €ro IMOJEH.
OOBIYHO 3TOr0 JOCTATOYHO, YTOOBI pa3penIuTh BlaJeIbllaM calTa HCIOJIb30BaTh
BBEJICHHBIC BAMU JaHHBIE IIPH pabOTe C €r0 CepBUCAMH.

Takum oOpa3om, MOJIb3YSCh CAUTOM WM YCIYToi, Bbl COTJIAIIAETECH HA Mepeiady U
XpaHEHUE BallUX JIaHHBIX, Oyllb TO Jara POXACHHUS, HOMEpP MOOUJbHOro TenedoHa,
nepenucka u Jro0ble Ipyrue JaHHbIe IMYHOTO XapakTepa. B3aMeH ux 00s3yl0TCsl XpaHUTh
B KOH(UICHIIMATHLHOCTH U HU B KOEM Cllydyae He pa3riiamiath TpeTbuM juiaM. OJIHaKo Ha
JieJie 3TO HE BCErja Tak — JaJe€KO HE BCerja CTOPOHA, OTBETCTBEHHAS 32 XPAHEHUE BaIlIUX
MePCOHANIBHBIX JaHHBIX, JOOPOCOBECTHO BHIMOIHSAECT CBOM OOs3aHHOCTH. Kpome Toro,
HUKTO HE 3alUIIEH OT B3JIoMa 0a3 JaHHBIX, COACPKAIIUX MEPCOHAIBHYIO0 MH(POPMAIIHUIO,
WJIU TIPOCTHIX OIIMOOK M YEJIOBEYECKOM OMPOMETYMBOCTU. Hampumep, peructpupysich win
aBTOPHU3YSCh HA CANTE Yepe3 COLUMAIbHYIO CETh, Bbl PAa3pelIacTe CANTYy MOJYYUTh Balld
JUYHBIC JaHHBIC, U TOYHO HEU3BECTHO, KaK OH OyJET UMU MOJIb30BaThCs. TOYHO TaK e
mo00M Balll 3BOHOK B MarasuH WJIM CajJOH aBTOMAaTHYE€CKHM BHOCHUT Balll HOMEp B 0azy
MOJIL30BATEJICH YTOM KOMIIAHMH.

CiaenoBaHne HECKOJIbKHM IMPOCTHIM COBETaM BO MHOIOM COKPATHT YIrpo3y
HE3aKOHHOT0 UCMO0JIb30BAHUA BAIIMX MEPCOHATBHBIX JAHHBIX

Orpannubte 00beM uHpOpManuu o0 cedbe, Haxojsuelcs B MuTtepHere. Y nmanure
nuuiHue ¢gotorpaduu, BUIEO, aapeca, HoMepa TeleOoHOB, JaTy POXKICHHUsS, CBEIACHUS O
POJHBIX U OJIM3KUX U UHYIO JIUYHYIO HHPOPMAITHIO.

He otnpasnsiite Bugeo u gororpaduu Jt0asiM, ¢ KOTOPHIMU Bbl TO3HAKOMUJINCH B
HNuTepHeTe 1 HE 3HAETE UX B pEaIbHOU KU3HU.

OtmpaBnsis KOMY-JIMOO CBOM MEPCOHAIbHBIE JaHHbIE WM KOH(UICHIHUATBHYIO
uHpopMaimio, yoeauTech B TOM, 4TO aJipecat — JACHCTBUTEIBLHO TOT, 32 KOTO ce0s BbIAAET.

[Ipu HeoOxoaumocTH pa3MelieHusi oObsBICHUST B MHTEpHETE BOCHONIB3YHTECH
BPEMEHHOM CUM-KapTOW M BBIAYMAaHHbIM HMEHEM. MOXHO TakKe BOCHOJIb30BaThCA
ycinyroit « Bropoit Homep», KOTOPYIO NPEIOCTABISIIOT HEKOTOPhIE ONEepaTOpbl MOOUIIBHOM



CBSI3U. JTa yCayra mo3BOJSET NOJAKIIOUUTh B «JIMUHOM KaOUHETE» BTOPOM HOMEP TOJBKO
Ha npueM 3BOHKOB 1 CMC. 3BOHHUTH C HETO HE MOITYYUTCH.

Hcnonp3yiTe TOJBKO CIO0XKHBIE MApPOJIM, Pa3HbIC JJI PAa3HbIX YYETHBIX 3alUCEU U
cepBucoB. Ilomb30Barenu, KOTOpbIE HUCHOJNB3YKOT OAWH M TOT K€ MApOJib I BCEX
CEPBHUCOB, MPU KOMIIPOMETALIMH XOTs Obl OJTHOTO U3 CEPBUCOB MOTYT MOTEPSATH JAOCTYII KO
BCEM CBOMM YYETHBIM 3arucsaM. [IOBTOpHOE HCHOJIb30BaHUE IAPOJIEH KaTErOpU4ECKU
3aIpeleHO.

PeryisipHo MeHsiTE MapoJiy, KEJIATENBHO HE PEKE pa3a B MECSL.

[Io BO3MOXHOCTH HCHONB3YHUTE ABYX(PAKTOPHYIO aBTOPU3ALUIO — 3TO METOJ
UACHTU(UKAIIMY TI0JIb30BATENsl B KAKOM-TM00 cepBrce (Kak mpaBuio, B MHTepHETE) IpH
MOMOIIIH 3aMpoca ayTeHTU(PUKAIIMOHHBIX JAHHBIX JABYX Pa3HbIX TUIIOB, YTO 00ECTIEUMBAET
JIBYXCIIOMHYI0, a  3HauuT, Oosiee  APQPEKTUBHYIO  3alIUTy  aKKayHTa  OT
HECAHKI[MOHUPOBAHHOTO NPOHUKHOBEHMS. Ha mpakTuke 3TO OOBIYHO BBITJISAIUT TakK:
MepBbI pyOekK — ATO JOTUH M Mapojb, BTOPOH — CHEUHAIbHBIN KO, MPUXOJAUIUNA MO
CMC unu 31eKTPOHHOU MOYTE.

3aBeauTe cebe aBa aapeca JJIEKTPOHHOM TOYTHI — YAaCTHBIN, IS TEPENUCKU
(TIpUBaTHBIN ¥ MaIOU3BECTHBIN, KOTOPHIN Bbl HUKOT/Ia HE MyOIMKyeTe B OOIIEOCTYHBIX
UCTOYHHMKAX) M IMYOJUYHBIA — JJIs1 OTKpPBITOH jesTenbHOCTH ((OopyMOB, 4aToB W Tak
naiee).

UYrto aenath, ecii Bbl CTAJIHU KEPTBOH HapylIIeHUs] B 00J1aCTH MEPCOHAIbHBIX
JTAHHBIX ?

B mepByro ouepenar BaM HEOOXOJUMO OOpAaTUTHCS B YMOJHOMOYEHHBIM OpraH B
chepe mnepcoHanbHBIX JaHHBIX — PockomMHan30p, a TOYyHee, €ro TEePPUTOPHUATIBHOE
YnpasneHue.

B nensix 0OOBEKTHMBHOTO M TMOJHOTO PAaCCMOTPEHUSI BaM HEOOXOJIUMO YyKa3aTh
CJIeAYIONIY0 HHGOPMAIHUIO:

1) mepeveHb MEPCOHATBHBIX JAHHBIX, HEIIPABOMEPHO 00pabaThiBaeMbIX Ha caiiTax B
cetu MHTepHer;

2) CBEICHHUS O JIOKYMEHTE, yJOCTOBEPSIOIIEM Bally JUYHOCTH (KOIHH CTpPaHUIY
nacropTa), JUIs  TOJATBEPXKIACHHWS  NPHHAUICKHOCTH  MEPCOHANBHBIX  JIAHHBIX,
HEMPABOMEPHO pa3MEUIEHHBIX Ha caiTax B ceTu MHTepHET, K BaM Kak K CYOBEKTY
MEePCOHAIBHBIX JJAHHBIX;

3) TouHBIC M JOCTYIHBIC ajpeca CTpaHUI[ caWToB (yka3aTelu CTpaHUI[ CAaWTOB B
cetm Wutepuer — URL), comepkamiue He3akoHHO oOpaOarbiBaecMble (pa3MemEHHBIC)
MEepPCOHANbHBIE JIAHHBIC, TO3BOJISIONINE OCYIIECTBUTh MPOCMOTP JAaHHBIX CTPaHUIL
VYmpaBneHueMm, a Takke CHUMKH dKpaHa C JaHHBIMU CTpaHUIAMU, COJEpXKalue B cede
nojHbeld anpec crpanmnbl cadta (URL) w nmatel myOnukanumy IMOCTOB/COOOIICHUH,
COJICpIKAIlNX HE3aKOHHO oOpabarbiBacMble (pa3sMelIEHHBIC) MEPCOHATbHBIC JAaHHBIC Ha
TEKYIIMA MOMCHT BpPEMEHHM (1aTa) W JIPyrue CBEACHHS, MOATBEPKIAMOIINE HAPYIICHHS
TpeOOBaHMI 3aKOHOIATEILCTBA B 00JIACTH MIEPCOHANBHBIX JaHHBIX (BUIC03aIMCh IKPaHA C
JCHCTBHUSMH, TTO3BOJISIOMIUME 3a()UKCUPOBATH HAPYIIICHHUS U T.I1.);

4) cBeneHUs, YIIOJHOMOYMBAOIINE BAC MPEJICTABIATh HHTEPECH (DH3UUCCKHUX JIHI]
(KomMM JTOBEPEHHOCTEH), MEepCOHANbHBIC JaHHBIC KOTOPBIX pa3MelieHbl Ha caiTax (B
cllydae HapyIICHUs UX MPaB Kak CyObEKTOB MEPCOHATBHBIX TAHHBIX ).



JIOTOJIHUTEIbHO cJieyeT MPeACTABUTD (MPH HAJIUYHN):

- CBEJICHHS, MOATBEpKaaronue (HakT HANpaBICHUS BaMU B aApec aJMUHUCTPAIUU
caiita (nanmee — oneparop) TpeOoBaHUS 00 YHHUTOKESHUH BaIIMX MEPCOHAIBHBIX JTAaHHBIX C
yKa3aHHWEM Ha MX HE3aKOHHOE IMoyyuyeHue (0e3 coriacus) onepaTopoM WM ¢ YKa3aHHEeM
TOrO0, 4YTO OHH HE SBISIOTCA HEOOXOIMMBIMH [Jid 3asBICHHOM I1eu 00pabOTKHU
(IpeacTaBiaseTCs IPU BO3MOXKHOCTH HAMpPaBIICHHUS YKa3aHHOTO TPeOOBaHUS);

- OTBET OllepaTopa Ha Baille TpeOOBaHHE OO0 YHUUYTOXKEHUU BAIIUX MEPCOHATBHBIX
JTaHHBIX (IPU HATAYKH).

Oopawaem eHumanue HA MO, YMO 6CE UMEIOUUECA CBEOCHUA O00JINHCHBL Oblmb
npeocmaegieHvl 6 aopec YnpaeneHus eOuHoepemMeHHo!

B cnydae ecnu mo pesynbTaTam mpoBepKu YmparieHue PockoMHan3opa BBISBUIIO
HapylleHHe, BbIAACTCS MpeANUcaHrue 00 ero yCTpaHeHHUHU.

Ecim  VYnpasnenune PockomMHan3opa HE YBHUACIO HapyLIEHWS, Bbl MOXKETE
00paTUTHCS B IIEHTPAJIBHBIN allllapaT JaHHOT'O BEJIOMCTRA.

[TomuMo 3TOTO, BCE CYOBEKTHI MEPCOHANBHBIX JAHHBIX MMEIOT MPAaBO Ha 3aIlUTY
CBOMX IIPaB M 3aKOHHBIX HMHTEPECOB, B TOM YHCJIC HAa BO3MEIICHHE YOBITKOB M (HJIK)
KOMIIEHCAI[MI0 MOPaJIbHOIO Bpe/ia B Cy/IeOHOM MOPSIAKE.

OTBETCTBEHHOCTh 3a HAPYILIEHHE 3aKOHOJATEIhCTBA O MEPCOHAIBHBIX JAHHBIX
npeaycmaTtpuBaerca B cooTBerctBUUM co cT. 13.11 Kopexkca o0 aaMUHUCTpPATUBHBIX
npaBoHapyueHusax PO.



Kak 1eiicTByIOT MOIIEHHU KU

MOo1IeHHUKY 04€Hb XOPOIIO 3HAIOT IICUXOJIOTHIO JIFOJAEH M YMENIO UCIIONIb3YIOT BCIO
JOCTYNHYIO HMH(OpMaIHIO, BKIIOYAsl Ty, KOTOPYIO KEPTBAa MOILICHHHYECTBA HEBOJBHO
BBIIAET Mpu oOuieHnu. B opranuzanuu tene@oHHBIX MaxHHAIIMNA YYaCTBYIOT HECKOJIBKO
npecTynHUKOB. OueHb 4acTO B TaKHE I'PYMIbI BXOMAST 3JI0YMBIILUICHHUKH, OTOBIBAIOIINE
CPOK B UCITPABUTENBHO-TPYAOBBIX YUPEKICHUSX.

MoleHHUKH HCIOJIB3YIOT CJICAYIOIINE MOTHUBBI .

] 0€eCIOKOICTBO 3a OJIM3KUX U 3HAKOMBEIX

= 0eCroKONCTBO 3a CBOM TeNe(OHHBINA HOMEpP, CUET B OaHKE WIIM OAHKOBCKYIO KapTy;

. ’KEJIAHUE BBIUTPATH KPYITHBIA MIPU3;

Ll T00OMNBITCTBO — JKEJIAHUE MOJTYYUTh IOCTYI K KaKOW-Tu00 HHPOpMaIIuu;

Ll KeJaHUuEe IMOMOYb OOJIBHBIM JETSM WM JIIOJSIM, IOCTPAIaBIINM OT CTUXHUHHBIX
OeICTBUH.

COI_II/IaJ'ILHBIe CCTH ABJIAIOTCA KIaAC3€EM I/IH(l)OpMaI_II/II/I JJI1 MOIICHHHUKOB. Pa3Mema;1
JaHHBIC O cebc Ha CBOMX CTpaHN4Kax, Mbl HC 3aJJyMbIBACMCId O TOM, KTO MOIKCT 3TUM



BOCIIOJIb30BaThCs. MEXly TeM UMEHHO OJiarojapsi HaM CaMUM MOIIEHHUKaM OOBIYHO HE
COCTaBJISIET TPyJa y3HATh HH(OPMAITHIO O POACTBEHHUKAX, KOHTAKTaX, YBICUCHUAX CBOECH
MOTEHUUAJIBHOW XEPTBbI M NPU BBIMAHWBAHUM JCHET BHYLIWTH JIOBEpHUE 3HAHUEM €€
JIMYHOM >KU3HH.

3.2. Buabl nHTEpHeT-MolIeHHUYecTBa. Kak 3ammuTuTh cedn”?

Haunbonee pacnpocTpaHEHHBIMA BHJIAMH MOIIECHHUYECTBA Ha JAHHBIM MOMEHT
SIBJISTFOTCSI -

TesedpoHHOE MOILIECHHUYECTBO

CymiecTByroT HanboJiee pacnpoCTpaHEHHbIE CXeMbI Te€Ie()OHHOTO MOIIEHHUYECTBA.
BapuanTtoB TOro, Kax MNpeacTaBsIT BaM HUX MOILICHHUKH, OYEHb MHOIO, HO CYTh HE
MEHSIETCSI.

O6man mo Ttesedony. C Bac MoOryr mnorpeOOBaTh BBIKYN WM B3ATKY 3a
0CBOOOXKIeHNE AKOOBI U3 oTAeNeHus noaunuu uiu ¢ mecta JITII Bamero poacTBeHHUKA.
Uto nmenats: B 3TOM Clydae INIABHOE HE NMAHUKOBATh, MO3BOHUTH CAMOMY POJICTBEHHUKY,
€CJIM HE OTBEYAET, TO MOMBITATHCS HAWTHU €ro Yepe3 Apy3ei U 3HAKOMBIX.

CMC-npocbb6a o0 momomm. TpeboBaHuE NEPEBECTU OMPEACIEHHYI0 CyMMY Ha
yYKa3aHHBIA HOMEP C MCIOJIb30BAHHEM OOpaIllEHUs] «MaMa», «JIPyr», KChIHOK» U T.N. YTo
JenaTh. HE CIEIIUTe NEPeBOAUTh JEHbIH, yOeIuTech, YTO B HHUX JACHCTBUTEIHHO
HYXJA€TCsl Balll POJCTBEHHUK WJIU 3HAKOMBIH.

Tenedonnbiii HOMep-rpaduTeab. [lnaTHbli HOMEp, 32 3BOHOK Ha KOTOPBIA CO
CY€Ta CHUCHIBACTCS ACHEXHAs cyMMa. UTO JHenaTh. HE NMEpPEe3BaHUBAUTE HA HE3HAKOMBIC
unu npeanoxeHusie B CMC-coo01ieHusx Homepa TesneoOHOB.

Beiurpsimn B JioTepee, KOTOPYK SIKOObI MNPOBOAUT PAAMOCTAHIHUSA WIH
omeparTop cBsi3u. Bac MOryT momnpocuTth OIJIATUTh MOIUIMHY, HAJIOT U T.I., EPEBECTH
CyMMY Ha ONpeNeNIEHHbIA CUET, COOOIUTH Npullie i Ha Tenedon koa. UTo nenaTh: He
CIEUIUTE TMEPEeBOAUTh JEHbIM WKW COOO0IIAaTh Kakue-ITuOOo JaHHble M0 TeaedoHy.
[To3BonuTe 1O OduIHMATLHEIM HOMepaMm (YKa3aHHBIM B CIPaBOYHHMKAX, Ha CalTax)
KOMIIAHUM — OpraHu3aTtopa JIOTepeH WM KOHKypca, yOeauTech B TOM, YTO Bac HeE
0OMaHBIBAIOT.

IITtpadubie caHKUMH H yrpo3a OTKJIKYEHHS HOMepa SIKOObI 3a HapyIlICHUE
JIOTOBOpa C OMepaTopoM Bailleid MOOWIBHOM CBsA3U. UTO AenaTh: MO3BOHUTE CaMU CBOEMY
orneparopy 1no opUuIHaIbHOMY HOMEPY, YTOUYHUTE HH(POPMAILIHIO.

OmmbouHblii mepeBox cpeacTB. Bac mompocsT mepeBecTH SIKOOBI OUIMOOYHO
MEPEeBEAEHHBIE CPEACTBA, a 3aT€M JONOJHUTEIbHO CHUMYT JA€Hbru. YTO jaenats:
UTHOPUPYHTE MOJOOHBIC COOOIIEHUs WK (eciu 3TO Teie(OHHBIH pa3roBop) MOCOBETYHTE
JUTSI BO3BpATa OIIMOOYHO NEPEBEIEHHON CYMMbI OOPATUTHCS K ONIEPaTOPY CBSI3U.

MoueHHU4YeCTBO ¢ 0aHKOBCKMMHU KAPpTaMHU

HauooJ1ee monyJ/isipabie cioco00bI MOIICHHUYECTBA ¢ 0AaHKOBCKMMHU KAPTAMU

CMC-cooOmieHre 0 OJIOKUPOBKE OAHKOBCKOW KapThl, O HECAHKI[MOHUPOBAHHOM
JBUKECHUU JIEHEKHBIX cpeAcTB, cMeHe [IMH-kxoma, okoHYaHuM cpoka JEeUCTBUS KAPTHI U
T.J. C TpeOOBaHHEM MEPEUTH MO CCHUIKE WIJIM MEPE3BOHUTD 10 YKa3aHHOMY TeledOoHy.

TenedoHHBIN 3BOHOK «paOOTHUKA OaHKa», MOTEHIUAIBLHOIO «IIOKyHaTeIs» C
NpeAJIOKEHUEeM MPOUTH K OikaiiiieMy OaHKOMaTy U COBEPIIMTh MAaHUIYJSIUUA C
0aHKOBCKOM KapToi BO M30ekaHNE KaKUX-JIMOO MOCJIEACTBUM, BHECEHUS aBaHCa U T.II.



JlIsi  COXpaHHOCTH BalllMX CPeICTB CO0JIIOaliTe OCHOBHblEe MNpPaBHJIa
0€30IACHOCTH

Hukxomy He coobmiaiite coii [IMH-kox, maxe paGorHukam Oanka. He BBonute
[MNH-xox npu paboTte B ceTu UHTEpHET, OH MOXKET MOTPEOOBATHCS TOJIHKO MOIIIEHHUKAM .

CMC-cooO1iennsi MO MOPOBOJMMBIM — OMEpalusiM 1O OAaHKOBCKMM  KapTam
pacchUIalOTCS ¢ OmpeeéHHbIX KopoTkux HoMepoB (CoepOank — 900). Jlns cBs3u c
0aHKOM HEOOXOIMMO HCIONL30BaTh oOduinanbHbie HoMmepa KOHTaKTHOTO IIeHTpa,
yKa3aHHble Ha OaHkoBckod kapte. Ecium B CMC-cooOuieHur O OJOKHPOBKE KapThl,
JBIKEHUHM JIEHEXKHBIX CPEJICTB YyKa3aH Apyrol HoOMep, MO KOTOPOMY MpeJjiaracetcs
MMO3BOHUTH, TO 3TO MOIIIEHHUKH.

B cinyuyae BO3HUKHOBeHUs mpoOieM y OaHkomaTa, HE NPUHUMANWTE MOMOIIb
MOCTOPOHHUX, M03BOHUTE B KoHTakTHBIA 1eHTp OaHka 1o TeleoHy, YKa3aHHOMY Ha
OaHKOMATE.

Ecnu k Bam obparunucek no tenedony, B IHTepHeTE, yepe3 colMalibHbIE CETH WU
JPYTUMHU CIOCO0AMU U TIOJT Pa3IMUHBIMU MPEAJIOraMU MbITAIOTCS Y3HATH JJaHHBIE O Ballen
0aHKOBCKOH KapTe (HOMEp KapThl, TPEX3HAYHBIN KOJI Ha 000POTHOW CTOPOHE KapThl), KO,
NpUIICANNI Ha Baml MOOWUIBHBIM TenedoH, MapoNu WM JPYTyl0 MNEPCOHAIBHYIO
uHpopMaiuio, 0yIbTe OCTOPOKHBI, ’TO MOIIIEHHUKH.

[Ipu TenedonHom OOIIEHUM HE COBEpIIANTE HUKAKUX JIEUCTBUU y OaHKOMATa IO
MHCTPYKIHUHU «paOOTHUKOB OAaHKa», €CIM TOJbKO JAaHHBIM 3BOHOK HE ObLI MHUIIMUPOBAH
JUYHO BaMH.

He nepexonure no ccouikaM B CMC-coo01eHusIX.

[Ipu nomyyenun CMC-cooOleHnii O CHSATUM JEHEXKHBIX CPEACTB C Ballei
0aHKOBCKOM KapThl HEMEJIEHHO oOpariaiitech B 0aHK, OJOKUPYUTE KapTy.

MoIeHHHYECTBO B COLIHMAJIBbHBIX CEeTAX

MOIIIEHHUKN aKTUBHO TIOJNB3YIOTCS CONMATBHBIMH CETSIMH W Pa3IMYHBIMU
cepBUCaMHM OOIICHHUS, HAIIPUMED, caliTaMi 3HAKOMCTB.

IonyasipHble cOCOObI MOIIIEHHUYECTBA .

PacnpocTrpaHeHne CcChLIOK Ha BPeJIOHOCHOe MNPOrpaMMHOe olecleveHue,
nopHorpaguyeckue caiThl, MOIIEHHUYECKHE pPecypchl U mpuiaoxkenus. [loas3oBatenu
COITMAIBHBIX CETEH YacTO CTAJKHBAIOTCA CO CIIAMOM, KOTOPBIM NPUXOJAWT K HHM B
(JIMYHBIC COOOIEHUS» OT WMEHHU «IpYy3ei» WM HE3HAKOMBIX MOJb30BaTeleii. ITo
O3HAYAeT, YTO AaKKAYHThl OTUX JIOJACH B3IOMaHbl. Kak npasuno, ccolikKu 6 MmMaKux
COOOWEHUAX CONPOBOAHCOAIOMCSL 3ABNEKAIOWUM MeKCmoM, Hanpumep. <«Budena meou
Gdomo, s maxozo He odicudana, nocmompu caml.», «B smoii 6aze OauHvix ecmv 6cs
ungopmayus na a0b6020 uenoseka» u m.n. UTo HenaTh. HUKo20a He nepexooume no
NnOO003PUMENbHBIM CCHLIKAM. [ 00CMYyna 8 COYUaIbHyI0 cemb UCNOIb3YIme VHUKATbHBLU
napob. OH 00JCeH Oblmb OMUHHBIM, COCMOSAMb U3 YUPP U JAMUHCKUx Oyke. Jlyuue
UCNONIBL308AMb PA3Hble NAPOAU OISl PA3HBIX COYUATbHLIX cemell U Opyeux WHTEPHET-
cepBHCOB. He noddasatimecw Ha

NPU3bL8 KO20-MO U3 KAOMUHUCMPAYUU CAUMA» COOOWUMb 8aul T102UH U NAPOIb NOO
Kakum-iubo npednozom. Pezynsipno MEHINTE TapoJib OT COIMAIBHOM ceTh (XOTs ObI pa3 B
MECSII); OCTeperaiTech MOIIEHHUYSCKUX CAHTOB C MOXO0KUMH 110 HAITMCAHUIO HAa3BaHUSIMU
(vkontahte.ru, vkOntalkte.ru w T.1.). DTH «pUIIMHTOBBIE» CTPAHMIBI PACCUUTAHBI Ha



HEBHUMATEIBLHOCTh M HA TO, YTO Bhl CaMH NPEJAOCTABUTE MOIICHHHUKAM CBOW JIOTWMH U
MapoJib.

] 3HakoMble He3HAKOMUBI. B coluanbHBIX CceTSIX W Ha calTax 3HAKOMCTB
MOIIIEHHUKH CO3/Ial0T CTPaHUIIbI, IJI€ YKa3bIBAIOTCS JaHHBIE U pa3Mmeniatorcs hotorpaduu
BBIMBIIIUICHHBIX JIoAeH. C TOMOINBI0O 3THX CTPAHUI] OHU 3HAKOMATCS C JAPYrUMU
nosb3oBarensiMu caiita. Co BpeMEHEM MOIIEHHUKU BXOAST B JIOBEpHUE, Mpeararor
neperuTn coOeceHUKY Ha Oojiee «OIMU3KOe» OOIIEHWEe U OCTaBJISIIOT CBOM HOMeEp
tenedona. CaMbiM 0€300MHBIM TMOCJIEACTBUEM TAKOTO OOIIEHHS OYyJIeT TO, YTO HOMEP
OKa)KETCS IJIATHBIM U C BallleT0 CYETa CIUIIYTCS JICHBIH.

] TIpocs0bI 0 puHAHCOBOM MOMOIIM, 0J1ATOTBOPUTEIbHbIE AKIMU. MOIIIEHHUKH
YacTO HCHOJB3YIOT TaKUe TMOBOJbBI, IOATOMY, MPEXKIE YeM NEPEeBECTH JIEHBIM s
MoMoIIM, yOeauTech, 4To Bac He oOmanbiBatoT. OOpaTuTe BHUMAHHUE HAa HAJIU4YWe
HECKOJIbKMX KOHTAkKTOB (Telle(hOHBI, 3JCKTPOHHAS IOYTa, CTPAHUYKH B COITMAIBHBIX
CeTsIX), HATMYME TIOTBEPIKIAFOIINX JIOKYMEHTOB.

MoneHHUYeCTBO HA caiiTax 0eCIVIAaTHBIX 00bSIBJICHHU I

Pa3memas oObsiBA€HUS, WIM TOKyNas 4YTo-TM0O0 Ha caifTax OecraTHBIX
oObsiBIcHU (Hampumep, «ABHUTO»), OyIbTe BHHMATEIbHBI UM OCTOPOXXHBI, TaK Kak
MOIIEHHUKHM OY€Hb YacTO UCIOIB3YIOT UX Jisa oOMmaHa. I[IpomaBast 4To-TO, BBI JKellaeTe
MOJIYYUTh OPUOBLIL, HO, CTOJKHYBIIMCH C MOIICHHUKAMH, MOXETE MOTEpPSTh BCE CBOU
cOepexeHus.

Kak Bac MoryT 00MaHyTh:

Omnara wiM mpegomiara 3a Bam ToBap. OuUeHb 4YACTO 3aMHTEPECOBAHHBIC
MOKYIATeJIM TPEJUIaraloT MPOU3BECTH OIUIaTy (eciM CyMMa HE3HAYHMTEIbHASI) WIH
MpeAoIlIaTy 3a Balll TOBAp, HO CAejaTh 3TO MOTYT MO KaKUM-TUOO MpUYMHAM TOJIBKO Ha
O0aHKOBCKYI0 KapTy (HaxomsTcs B JPYroM Tropojie, HET HAJMYHBIX JCHET, JICHbI'M Ha
pacu€THOM CYeTy W T.I.), HO MPHU 3TOM TPEeOYIOT COOOIIUTh HE TOJHKO HOMEp KapThl U
®UO (GompImie 11 IepeBoOa HAYETO He TpeOyeTces), HO U Apyrue AaHHble. [loMHHTE, YTO
€CIM Bac MPOCAT COOONMIMTh MPUILEIIINNA Ha Tele@oH KOJ, MpOUTH K OaHKOMaTy u
COBEpIINTh KaKHe-TO JCHCTBHS, BCTaBHB Bamly KapTy (4TOOBI, HapUMEp, MOITBEPIUTH
NPOXOXKJICHUE IUIaTeX a), COOOIIMTH CPOK JCUCTBUS KapThl M TPEX3HAYHBIA KOJ Ha
0o0OpOTHOW CTOpPOHE, TO OTO MoOIIEHHUKU. [IpekpaiaiiTe KOHTAaKThl C TaKUMU
«MOKYMaTEeISIMU» U, €CJIM YCIEIN COOOIIUTh KaKUe-TO JaHHbIE, HEMEJICHHO OJIOKUpYHTE
0aHKOBCKYIO KapTy, TIO3BOHUB I0 YKa3aHHOMY Ha Heil Homepy TenedoHa.

Ilpenonsiata 3a mokymaemblii ToBap. [lokymass uto-nmubo, OyJIbT€ OCTOPOXKHBI,
€CIM Bac IMPOCAT MPOU3BECTH Mpeaomiary. BrojsHe BO3MOXHO, 4YTO TMOJYy4YHUB €€,
«MpOJIaBEL» MEPECTAHET OTBEYATh HA BAIlX 3BOHKH.

CMC-coobmenusi co ccbliIkoii. Ha HOMep, KOTOpBIi BBl yKa3aiu Mpu MyOJUKaluu
OOBSABJICHUS O TMPOJAXKE WM JKEJIaHUM YTO-JIHO0 KynuThb, MoxeT mnpuidtu CMC-
cooOIeHne ¢ TpeAIOKCHHEM ToBapa, OOMEHa M CCBUIKOM Ha 3TOT ToBap. Eciu B
nepenseéTe mo CChUIKE, TO 3arpy3uTe Ha CBOM TenedoH BPEJOHOCHOE MPOrpPaMMHOE
obecrieueHre, KOTOPOE MO3BOJIMT MOIICHHUKAM MOJYYUTh JOCTYI K BalluM OaHKOBCKHM
KapTaM.

ByabTe 0CTOpPOKHBI, €CJIM BaM NPeAJIararT:



= Ha3BaTb HOMEp OAHKOBCKOW KapThl, TPEX3HAUYHBIM KOJ Ha OOOPOTHOM CTOpPOHE
kaptel, [IMH-kox;

= MPOU3BECTU MAHUITYJISIIUUA ¢ OAHKOBCKOM KapToil y OaHKOMaTa;

= COOOIIUTH MPUIIEANINI Ha TeIePOH KOJI;

= MIEpPEeBECTH CYMMY JICHET (aBaHC, 3aJI0T, TONUIMHA, HAJIOT, OIMUO0YHO TIepeBeIEHHBIN
IUTATeX U T.I0);

. nepeitu no cceuike B Mutepuere, B CMC- unu MMC-coo6mienun Ha cMapTdoHe;

. MO3BOHUTH 1O YkazaHHoMY B CMC-coo0uienun HoMepy TenedoHa;

" OTIPaBUThH Balll HOMEP TenedoHa,

. ornpaBuTh CMC-coo0b111eHre Ha KOPOTKUI HOMED;

. Ha3BaTh MMAPOJIM OT BAIIUX JIUYHBIX CTPAHUYEK B COIIMATBHBIX CETAX.

1. CoBeTnl 10 Oe30macHOCTH padore B 00uieq0cTynmHbIX ceTsix Wi-fi:
. He nepenaaiite cBoro nuuHyro uHGOpMaIuio depe3 odmienoctynabie Wi-Fi
ceru. Pabortas B HHX, JKeJaTelIbHO HE BBOJUTH MAPOJIA JIOCTYIA, JIOTUHBI U KAKUE-TO
HOMEDA,;

. Hcnonb3yiiTe 1 OOHOBIISANTE aHTUBUPYCHBIE MPOTpaMMBI U Opauamayep. Tem
caMbIM Bbl 06e3omacute ce0st 0T 3aKkauku BUpyca Ha YCTPOIMCTBO;
. [Tpu ucnonwzoBanuu Wi-Fi otkmounte pynknuio «O0mui 10CTy K daitnam

u mnpuHTepam». JlaHHas (QYHKIUS 3aKkphiTa MO YMOJYaHHUIO, OJHAKO HEKOTOPHIE
M0JIb30BATENN aKTUBUPYIOT €€ JUIsl y100CTBa UCIOIb30BaHUs B paboTe nin yueoe;

. He wucnonesyitte nyonuunbii WI-FI gns mepegaum nWUHBIX  JaHHBIX,
HAIPUMeEp TSl BBIXO/IAa B COIUATBHBIC CETH WM B 3JIEKTPOHHYIO MOYTY;

. Hcnonw3yiite TONMBKO 3amuiineHHoe coenunenue yepes HTTPS, a ne HTTP,
T.C. MPU Habope BeO-aapeca BBoaM UMeHHO «https://»;

= B moOwmnbHOM Tenedone otkmounte ¢yHkimio «llogkmodenne k Wi-Fi
aBToMarmuecku». He momyckaiiTe aBTOMAaTHYECKOTO TOJKIIIOUCHHSI YCTPOHUCTBA K CETSIM
Wi-Fi 6e3 Bamiero cornacusi.



2. OcnogeHnble coeemosl O 0E30NACHOCHU 6 COUUAIBHBIX CEMAX .

= OrpannubTe CIUCOK Apy3eid. Y Bac B Ipy3bsiX HE TOJKHO OBITH CIyYalHbIX U
HE3HAKOMBIX JIOJICH
. 3amuiaiTe CBOIO YacTHYIO >KW3Hb. He ykasbiBaiiTe maposu, TenedOHBI,

azpeca, aTy TBOEro POXICHHS U JAPYIYIO JIMUHYIO HHPOPMAIUIO. 3JI0yMBIILICHHUKA
MOTYT HCIOJIB30BaTh Aake MHGOpMalMio 0 ToM, Kak Bel u Bamm poautenu mianupyere
IIPOBECTH JIOCYT;

= Ecmu Bel roBopute ¢ JI10AbMH, KOTOPBIX HE 3HAETE, HE HCIOJB3YyHTE CBOE
peagbHOE UMSI U IPYTYIO JTUYHYI0 UHPOPMAIUU . UMsI, MECTO JKUTEJIbCTBA, MECTO y4eObl U
npoyee;

. N36eraiite pasmenienns dororpaduit B UaTepuere, rae Bel n3o0paxkeHbl Ha
MECTHOCTH, 10 KOTOPOM MOKHO ONIPEAEIINTh Balle MeCTOIO0I0KEHHE;

. [Ipu peructpanuu B COIMATBHON CETH HEOOXOAUMO MCIOJI30BATh CIIOKHBIC
MapoJid, coCTosue U3 OyKB U IU(P U C KOJUYECTBOM 3HAKOB HE MeHee 8;

. JIist conuanbHOM CeTH, MOYTHl U APYTUX CAWTOB HEOOXOJIMMO HCMOJIb30BATh
pasnble maposii. Torma ecnu Bac B310MaroT, TO 3JIOYMBINUICHHUKHM IOJIy4aTr IOCTYII
TOJILKO K OJTHOMY MECTY, a HE BO BCE Ccpasy.

3. OcHogHble cosembl no 6e30naAcHOll padome ¢ I1IeKMPOHHBIMU OCHb2AMU .

. [TpuBsKxUTE K CHUETY MOOUIIBHBIN TenePoH. DTO camblil yIOOHBIA U OBICTPBIA
croco0 BOCCTAaHOBUTH JIOCTYI K cueTy. [IpuBszannbiii TenedoH NOMOXKET, eciiu 3a0yere
CBOM IJIATEKHBIM IAapPOJIb WM 3aMJETE HA CAUT C HE3HAKOMOI'0 YCTPOMCTBA;

. HUcnone3yit omnopazoBble maposu. llocime 1mepexona Ha  YCHIEHHYIO
apTopu3anuio Bam yxe He Oyner yrpoxaTb ONAaCHOCTh KpaXXd UM IepexBaTa
MJIATEKHOTO MapoJis;

. BriGepute cnoxHbiii mapoib. [IpecTtynHukam Oyaer He MPOCTO yrajaaTh
CJIOKHBIN mapoiib. HajexxHble mapoiii — 3TO Mapoiu, KOTOpbIE COAEp:KaT HE MeHee 8
3HAKOB W BKJIIOYAIOT B ce€0s CTPOYHBbICE U MPOMHUCHBIE OYKBbI, IU(PPHI U HECKOIHKO
CUMBOJIOB, TaKM€ KakK 3HaK JoJuiapa, (hyHTa, BOCKJIMIATENbHBIN 3HAK U T.1. Hampumep,

StRONg!;;

. He BBOguTE CBOM JIMYHBIE TaHHBIE HA CAUTaxX, KOTOPBIM HE JOBEPSETE.
4. OcHnognbvle cogemol no 0e30nAcHOIl padome ¢ INEeKMPOHHOU NOYMOIL '
= Hano BbIOpaTh MpaBUIIbHBIN MOUYTOBBIN cepBUC. B HHTEpHETE €CTh OrPOMHBIA

BBIOOp OECIJIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JyUIlle JTOBEPSATh TEM, KOI'O 3HAETE U KTO
MEPBbIN B PEUTUHTE;

. He ykasbiBaiiTe B nuuHOM noute JuuHyro uHdopmaimio. Hanpumep, nydiie
BBIOpaTh «My3bIKaIbHBIN (haHaT@» uiu «pok2013» BMecTo «temal3»;

" Hcrnonp3yliTe NABYXATAalHYIO aBTOPU3ALMIO. OJTO KOrJa IIOMHMO HapoJis
HY>KHO BBOAUTH KOJI, IPUCKLIaeMblil 1o SMS;

= BriGepute cinoxHbIi mapodib. [ Kaka0T0 MOYTOBOTO SIIIUKA JTOJKEH OBITh
CBOM HAJIEKHBIM, YCTOMYMBBIN K B3JIOMY I1apPOJIb;

= Ecim ectb BO3MOXHOCTH HamMcaTb CamMOMY CBOW JIMYHBIA  BOIIPOC,
HCTIOJIb3YUTE 3Ty BO3MOXKHOCTb;

= Hcnonp3yiTe HECKOJNBKO IIOYTOBBIX SAIIMKOB. IlepBbId [yt  4acTHOWU

MEPENUCKN C ajpecaTaMH, KOTOpbIM Bbl oBepsieTe. DTO 3JIEKTPOHHBIN aapec HE HAAo
MCII0Ib30BaTh MPU PErUCTpaluu Ha popymax u caiTax;



= He otkpeiBaiiTe ¢aiiibl U Apyrue BJIOXKEHUS B MUChbMAx JaXke €CIU OHHU
npunui ot Bamux npy3eit. Jlydiie yTouHuTe y HUX, OTOPABIISUIIN Jin OHU BaMm 3t (daitnsl;

. [locne okoHuaHusi pabOTHI HA IOYTOBOM CEPBUCE MEPE] 3aKPhITUEM BKIIAJIKU
C caillToM He 3a0yAbTe HaXKaTh Ha «BpIATHY.

5. Ocnognvle cosemol no dopvoe c pumunzom (unmepnem-mouieHHUUECMEA):

. Crnenure 3a cBoMM akkayHTOM. Eciu Thl mojmo3peBaenib, uto Baia ankera
Obl1a B3JIOMaHa, TO HEOOXOAUMMO 3a0JIOKMPOBATh €€ M COOOIIUTH aJMUHUCTpPATOpam
pecypca 00 3TOM Kak MOKHO CKOpee;

. Ucnons3ylite 6e30nmacHbie BeO-CalThl, B TOM YHUCJIE, UHTEPHET-MAara3uHoOB U
MTOMCKOBBIX CHUCTEM;
= Ucnonw3yliTe cnokHble W pas3Hble mnaposiu. Takum oOpaszoMm, ecinu Bac

B3JIOMAIOT, TO 3JIOYMBIILICHHUKH TOJyYaT JOCTYI TOJIbKO K oJHOMY Bamemy mpodusio B
CETH, a HE KO BCEM;

. Ecnau Bac B3nomanu, To HE0OXOAMMO TPEAYNPEIUTh BCEX CBOUX 3HAKOMBIX,
KOTOpbIe 100aBiaeHbl Y Bac B 1py3bsax, o ToM, uto Bac B3nomanu u, BO3MOKHO, OT Baiiero
MMEHH OyJIET pacChlIaThCsl CIIaM U CChUIKM Ha (DUIIIMHTOBBIC CANTHI;

. YcranoBute HajexkHbIH mapoiib (PIN) Ha MOOMIBHBIH TeIe(OH;

. OTkIIIOUNTE COXpaHEHHUE MapoJisi B Opaysepe;

6. Ocnosnvle cosemvl no 3awume uyugposou penymauuu (Hezamuenas uau
nosumuehnan ungpopmayusn ¢ cemu o Bac):

= [loxgymaiiTe, mpexae 4yem 4To-TO MyOJMKOBATh U mepenaBaTh y Bac B Giore
WU B COLIMAJILHOM CETH;

= B nactpoiikax npoduisi yCTaHOBUTE OTpaHMUYEHMsS Ha mpocMoTp Bamiero
PO U €ro COAEPKUMOTO0, ClIeTalTe ero TOIbKO IS IPy3en»;

. He pa3smemaiite u He ykasbiBaiiTe nH(GOpPMAIIUIO, KOTOPAsh MOXKET KOTO-TH00
OCKOPOJISITh WK OOMKATh.

CoburogaiiTe mpaBuJia:

. HOMHI/ITC, 49TO B BUPTYAJIBbHOM HPOCTPAHCTBC OTBETCTBCHHOCTDb HACTYIIACT 110
pC€albHBIM 3aKOHAM,
. VYBaXXUTEILHO U I[O6pOCOB€CTHO OTHOCHUTCCH K JIPYTHUM IIOJIb30BATCIISIM CCTH

WNurepuer.



@epepasibHast ¢J1yxk0a 10 HaA30py B cepe CBA3ZH, HHPOPMANTMOHHKIX TeXHOTOTUIT U
MaccoBbIX KOMMYHUKanuii (Pockomi

Ynpasienue Pockomuanzopa nmo Boarorpajackoii odsiactu u Pecmyonnke Kanmbikus

[1o oOparnieHusaM, OTHOCUTENBHO JAEATEIbHOCTH MOLIEHHUYecKuX MHTepHeT-pecypcos,
CO3/IaHUS UCTIOJIb30BAHUS U PACIIPOCTPAHEHUS BPEIOHOCHOTO IMTPOTPAMMHOIO
oOecrieuenusi, HEPaBOMEPHOT'O JJOCTYNa K KOMITbIOTEPHON MH(OpMALIUK, XUIICHUSM,
COBEPIICHHBIM C UCIIOJIb30BAHUEM MOJIJIENbHBIX OAHKOBCKUX KAPT, SJIEKTPOHHBIX
MJIATEKHBIX CUCTEM M CUCTEM JUCTAHIIMOHHOTO OAHKOBCKOTO 00CTYKUBAHUS



